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PROTECTING SENSITIVE CORPORATE DATA

Mobile devices improve productivity, but increase the risk of compromising sensitive data

Consider the data that resides on your organization’s laptops. Do those laptops contain client
information, intellectual property, customer identity files, financial plans or other sensitive and
valuable data? What would happen if that data were to end up in the wrong hands? The answer
is all too evident.

A single data loss event can cost a company millions of dollars. Negative publicity, loss of brand
reputation, costly litigation, and reduced competitive advantage are among the possible conse-
quences. In addition, much of the data resident on computers is subject to provisions of various
federal and state laws, some of which carry significant financial penalties.

Today, most data is protected with sign-on passwords at the operating system level. Because
many people use simple passwords that are easy to remember, it also makes them easier to crack.
Significant effort is being made to encourage the use of stronger passwords. Unfortunately, users
may feel compelled to write down more complex passwords to prevent forgetting them, negat-
ing their benefit.

Companies that use tokens or other external authentication devices depend on users keeping the
tokens secure and separate from their laptop computer. Naturally, users prefer to carry the token
with the computer to ensure that they don’t misplace it, thereby undermining the security of a
token system in the first place.

Encryption alone, while important, still depends on the above access controls. Additionally, use of
whole disk encryption may add significant inconvenience to both the users and the administra-
tors of the devices. For example, secondary encryption passwords are often used which adds to
user and Help Desk support burdens, it may add enough CPU cycle overhead to be annoying to
users, and it may interfere with operating system security and disk utilities.

Destruction of sensitive data is the best way to secure it

When faced with the scenario of a stolen laptop, most business leaders would choose to destroy
the data on the device rather than just conceal it. Destroying the data insures that no one will
have access to it, no matter what methods they employ.

US-EV-WP-007-06-001

Some of the laws gov-
erning data security:

- Sarbanes-Oxley
« Gramme-Leach-Bliley Act

+ Health Insurance
Portability and
Accountability Act
(HIPAA)

- California Security
Breach Information Act
(SB 1386)

- Federal Information
Security Management Act
(FISMA)

« Fair and Accurate Credit
Transactions Act (FACTA)

Mobile data is
particularly at risk:

- Data breaches shaved
about 1% off the stocks
(of affected companies)
right away, causing them
to under perform the
broader market, and
there’s some indication
of a more serious, long-
term effect.

(Source: Wall Street Journal
June 15, 2005)

« About 10% of all laptops
will be stolen, and less
than 3% of these are
likely to be recovered.
(Source: IT Architect 2005)

- Laptop theft is the
second most prevalent
form of computer attack,
behind only viruses.
(Source: 2005 CSI/FBI Survey)

+ As much as 60% of
corporate data resides
unprotected on PC
desktops and laptops.
(Source: IDC Analyst)
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ABOUT IRON MOUNTAIN INCORPORATED

Iron Mountain Incorporated (NYSE:IRM) is the world’s trusted partner for records management and data
protection services. Founded in 1951, the Company has grown to service more than 235000 customer
accounts throughout the United States, Canada, Europe and Latin America and the Pacific Rim. Iron
Mountain offers records management services for both physical and digital media, disaster recovery sup-
port services, and consulting — services that help businesses save money and manage risks associated
with legal and regulatory compliance, protection of vital assets, and business continuity challenges. The
DataDefense™ application is a complete encryption and security solution that is both simple to adminis-
ter and user transparent, and will automatically eliminate data on lost or stolen computers.
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INTRODUCING DATADEFENSE

Until now, business leaders have been forced to depend on end user compliance with corporate security
policies to protect sensitive data. The DataDefense solution by Iron Mountain removes the need for special
end user compliance and returns control and safeguarding of data to business leaders and IT management.

DataDefense is Efficient and Easy to Administer

The DataDefense solution is centrally administered through a web-enabled interface, giving business
owners control over their data with a variety of device settings and event-driven rules that can trigger
actions to enforce organizational security policies. The DataDefense settings and rules can be used indi-
vidually, or in combination, to enable you to tailor the DataDefense controls to meet your organization’s
specific needs. Because it is centrally administered, DataDefense ensures business owner control of sensi-
tive data without additional reliance on the policy compliance of individual end users.

DataDefense is Transparent so End User Acceptance is Assured

Business leaders have long been forced to depend on PC users’ compliance with organizational security
policies to protect sensitive corporate data. Unfortunately, users concerned with immediate business
needs and personal productivity often sidestep these policies because they can be burdensome. The
DataDefense solution provides silent mobile policy enforcement which removes compliance obligations
from the user. DataDefense is completely transparent to the user, therefore, there is no training required or
new passwords to remember. In fact users will not need to alter their usual behavior at all.

Multi-Layered Approach Ensures Administrator Control Over Many Threats

DataDefense, a solution engineered to provide a PC data security tool that anticipates a multitude of
threats, operational scenarios and user behaviors. The DataDefense application can detect behaviors which
are inconsistent with authorized use and swiftly take action to eliminate the possibility of a security
breach. Administrators can also use the DataDefense application to proactively enforce security policy. For
example, a date and time can be chosen to eliminate specific files from any group of devices. In addition,
the DataDefense solution will take pre-set administrator prescribed actions even when the device is
removed from the network and internet.

Using its proprietary custom interface, the DataDefense solution also allows the business owner to cen-
trally deploy and intelligently manage the Microsoft® Windows® Encrypting File System (EFS), which may
be used in place of other costly and burdensome encryption products.

How DataDefense Works

If, for example, an employee loses a laptop containing company data and a thief attempts to crack the
logon password, the DataDefense solution would recognize the attack and trigger one or more “Failed
Logon Attempt” rules, either concurrently or in succession, which would take action like destroying the sen-
sitive data.

In another situation, a manager reports that her laptop has been stolen. The DataDefense administrator
changes her computer’s DataDefense status to “Stolen.” The next time the computer checks in via the
internet, it receives a destruct command and the sensitive data on the hard drive is immediately destroyed.

If the thief fails to connect the device to the internet, thereby preventing the device from checking in with
the DataDefense Server, special timers will expire and the data is destroyed anyway. Data may be over-
written then deleted; customized warnings and persistent system shutdowns are available as well.
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ENHANCING AND EXTENDING SECURITY

Security of electronic data can be viewed in layers. There are some basic layers such as physical security and
logon passwords that most companies routinely employ to secure data. This is similar to locking your front
door and arming the alarm system when you leave home. The shortfall is that once a thief has breached
these basic measures, they have full access to the device, the data residing on it, and can use it to gain
access to corporate resources.

The typical security model is enhanced by integrating DataDefense with your traditional layers of security.
The addition of the DataDefense solution to your security suite allows you to extend security into the domain
where the user has full access while still providing data security even as the user is using the device.

Encryption is also used and extended beyond the typical security model into the area where the user has
full access. This allows the administrator to continue to apply additional encryption beyond what the
typical user might employ.

The way the DataDefense solution secures data is to eliminate it from a compromised device when it
detects a threat. Threats that are monitored are removal of the device from the network, and failed logon
attempts. The DataDefense solution can be customized, thereby allowing you the ability to provide the most
optimum data security for your company’s devices. The following sections discuss how the DataDefense
solution monitors and secures your data.

Encryption

Encryption is the process of converting data into a format that cannot be read by others. Enabling encryp-
tion in the DataDefense service turns on the Microsoft Encrypting File System (EFS) built into the Microsoft
Windows 2000 and Windows XP Professional operating systems. The DataDefense solution enables you to
centrally and intelligently define and automatically encrypt all data files in any location on any local drive
of each device. You can specify the location(s) of your important files using standard Microsoft Windows
locations, such as My Documents, by using traditional file system paths to target non-standard folders, or
by specifying files of a particular type (e.g., all .doc files).

Encrypting files prevents unauthorized users from directly accessing files on your hard disk drive. For exam-
ple, if your computer had been stolen and the thief was unable to login, he might then attempt to boot
from a CD or even remove the hard disk drive and connect it to another computer in order to access the
data. In this scenario, the thief might be able to access the files, but would be unable to decrypt them,
thereby making the files unusable.

Under normal circumstances, when a user opens an encrypted file it is automatically decrypted by the
Microsoft Encrypting File System. The encryption and decryption activities happen in the background and
are transparent to the user. Encryption is controlled with encryption keys that are directly tied to the user’s
login. When a user successfully logs in, the encryption keys are unlocked and encrypted files are accessible
to him. To thoroughly secure encrypted files, it is important to create rules for your devices that will delete
the encryption keys (EFS Certificates) for the user’s account in the event that the device is compromised. This
is the quickest method for making data inaccessible. And, if you have a backup of the EFS Certificates, it is
also the quickest way to recover your data should you be fortunate enough to eventually recover the device.



IRON MOUNTAIN WHITE PAPER

Failed Login Attempts

One of the events monitored by the DataDefense service is the number of sequential failed login attempts that
occur across all accounts on a device. By creating a rule that allows only a few failed login attempts (incor-
rect username and/or password) you prevent an unauthorized user from having an unlimited amount
of time to guess the login information. As soon as the number of failed login attempts is reached (the
threshold), the computer will either display a message, shut down, or start destroying files as you have
specified in the rule settings. You can set the number of failed attempts to any number between 3 and 15.
Itis important to select a threshold that is appropriately tight so you do not provide a thief additional time
to attempt to access data on the device.

You can create multiple layers of rules that monitor invalid login attempts where the severity of the action
escalates as additional failed attempts are detected (e.g., after three failed login attempts, a message is
displayed, after six, the EFS Certificates are deleted, after nine attempts, additional files are deleted). The
number of invalid login attempts continues to accumulate until a valid login occurs. At that point, the
invalid login counter is reset to zero.

In order to achieve a greater level of security for your data, it is important that users choose a password
that is difficult to guess. If they use the name of a spouse, child, or pet, it may be easy for a thief to guess
the password in only a few attempts. The use of strong passwords that require a combination of letters,
numbers, and symbols, is highly recommended.

Out of Contact

In the event that someone is successful at guessing the login username and password or the device has
been absent for an extended period of time, the Out of Contact time period provides an additional meas-
ure of security. The DataDefense service requires each device to check in with the DataDefense Server via
a network connection on a regular basis. If the period of time between check-ins is exceeded (Out of
Contact), an action is triggered. In other words, if an unauthorized person removes network access from a
device and has managed to gain access to your computer by successfully logging on, he still only has a
small window of time to access data on the device before sensitive data is destroyed because the device
has been out of contact for too long.

Out of Contact rules and actions are based on the period of time elapsing between certain computer and
operating system events. There are standard check-in events that occur at startup, shutdown, login, logoff,
lock, unlock, and when a new network connection is made, where the device automatically establishes a
connection and checks in with the DataDefense™ Server. There are also periodic check-ins that happen
while the device is online. At regular intervals, the DataDefense Agent automatically establishes a connec-
tion with the DataDefense Server and checks for any rule or status changes since the last time it checked in.

The Out of Contact time period allows a device to be offline (and not checking in) for a specified period of
time (overnight, or over a weekend). There is a second component to the Out of Contact time period, known
as the Timer. It allows an additional amount of time after the Out of Contact time period has expired
before actions are triggered (a grace period). The important difference between the two is that the Out of
Contact time period is linear (total elapsed time from the last check-in) and the Timer is cumulative uptime
(the amount of time the device is switched on).
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Out of Contact Timer
Measures elapsed time since check-in Measures time the device is on
p > ‘ — — > | >
Device Device
On On On On On On On On

Device checks in (Counters reset) ‘ Timer starts when device is turned on

Out of Contact

expires

Relationship Between Out of Contact and Timer

An optional warning message can be used to warn the user that the Timer has been activated. You can cus-
tomize the message so that it makes sense to the owner of the device, but would be less alerting to a
would-be thief. For example, the message can instruct the employee to call the Help Desk and report an
error code. The error code indicates to the support person that the Timer on the device is now active.

To understand how Out of Contact functions to protect sensitive data from being compromised, consider
the following example. By default, the Out of Contact time period is set to 2 weeks and the Timer is set to
12 hours. In addition, a warning message will be displayed twice while the Timer is active. Let's assume the
employee goes on vacation for 1 week but decides to extend his/her vacation for an additional week.
It's possible that the Out of Contact period will expire depending upon when the device last checked in
with the DataDefense Server. Let’s assume it has expired. If the device remains off until the employee
returns from vacation, then only the Out of Contact time period will have expired and the Timer will not
have been initiated since the device is off. Once the device is turned on, the Timer will start. In addition, a
warning message will be displayed at the onset of the Timer and a second one will appear once half of the
Timer period has been used. Once the device is booted, the DataDefense Agent will attempt to check in,
repeat the attempt when the employee logs into the computer, and again once the employee establishes
a network connection to check email. Upon a successful check-in with the DataDefense Server, all the time
periods are reset. Otherwise, Out of Contact continues to measure elapsed time.

To understand how the Timer measures time, a 12 hour Timer means the employee can use the device for
12 continuous hours or 1-1/2 8-hour work days, assuming the device is powered on during the workday.
However, since the Timer only measures the time the computer is powered on, a 12 hour Timer could be
stretched out for several days, if not weeks, depending upon how often and for what duration the com-
puter is used.

Device Status and Unrecoverable

If a device is ever lost or stolen, there are two methods that are used to initiate data security actions. First,
the administrator can proactively change the status of a device as soon as it is reported lost or stolen, and
direct the DataDefense Agent to immediately destroy data on the device. The next time the device checks
in with the DataDefense Server, such as at system boot, it will see that its status has been changed to
Stolen,and immediately execute all “Device is Stolen” rules. These actions are taken even if the Invalid Login
rules or Out of Contact rules have not yet been triggered.
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If a lost or stolen device never checks in with the DataDefense Server, the device status cannot be com-
municated to it. In this case, the final measure is the Unrecoverable time period. This timer is similar to Out
of Contact in that it is a measure of total elapsed time, however, unlike Out of Contact, the Unrecoverable
time period does not have a Timer component. The time periods associated with Unrecoverable are in
months, as the assumption is that if a device has not contacted the DataDefense Server for an extended
period of time, it is truly unrecoverable and will never be returned.

When the device is booted, the DataDefense Agent will attempt to check-in with the DataDefense Server.
If successful, the timers are reset; however, if unsuccessful and the Unrecoverable timer has expired, the
rules associated with Unrecoverable will execute immediately. When considering Out of Contact and
Unrecoverable, both measure time, however, since Out of Contact also has the Timer, which acts as a grace
period, it is a race condition to see which time component expires first.

Unrecoverable
Measures elapsed time since check-in

Y

Out of Contact Timer
Measures elapsed time since check-in Measures time the device is on
I } > | —— | e I >
Device Device
On On On On On On On On

Device checks in (Counters reset) ‘ Timer starts when device is turned on

Out of Contact

expires

Relationship Between Out of Contact and Unrecoverable

Date and Time

The DataDefense service includes an additional layer of security that initiates an action at a pre-determined
future date and time. Known as Date & Time, these rules are triggered at the time you set, if the device is
powered on,whether or not it is connected to the internet. If the device is off when the date and time occurs,
the action will be triggered immediately when the device is powered on. The time granularity available is in
one hour increments. Available actions range from the non-destructive actions of displaying a message or
logging the event, to the destructive actions of Secure delete files or DOD delete files.

Date & Time rules are extremely useful for deleting retired data from devices for compliance purposes or
to ensure employees are no longer using documents containing time-sensitive data.
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RESTRICTING ACCESS TO DATA

There are several actions that the DataDefense service can perform to restrict access to your data when unau-
thorized events are detected. These actions can be divided into two groups, non-destructive and destructive.

Non-destructive actions

« Display message — Allows the DataDefense administrator to display a pre-defined message on the device
when an event threshold is reached. This is a non-destructive action and does nothing more than simply
display a message to the user.

+ Log event — Logs the event and sends it to the DataDefense server where it can be viewed by the
DataDefense administrator. If the device is not connected to a network, the event is placed in a queue and
sent during the next successful server check-in. This is also a non-destructive event and does nothing
more than alert the DataDefense administrator that certain event thresholds have been exceeded.

+ Shutdown —The device powers off after the predetermined number of failed logons or upon the expiration
of a pre-defined date and time. Turning the device back on and continuing to attempt to logon triggers rules
with higher event thresholds.

« Persistent shutdown —The device will continue to shutdown when the Out of Contact and Unrecoverable
timers expire, or until the device status is changed from Lost or Stolen to Found on the DataDefense Server
and retrieved by the computer during a check-in event. The check-in event would be during a system boot
and before the shutdown occurs again.

Destructive actions

« Secure delete files — Files are overwritten to permanently destroy the data on the hard disk, then the file-
name is removed. Each file is handled sequentially, first being overwritten, then deleted. You have the
option to overwrite the file from one to eight times before the file is deleted.

- DOD delete files — This method of deleting files adheres to the DOD 5220.22-M standard of deleting data
as specified in the National Industrial Security Program Operating Manual.

In setting up data destruction, it is important to consider speed versus time along with the risk factor.
Assuming time is of the essence, you need to determine which information poses the greatest risk if com-
promised and deal with it first. After that, you can continue to destroy less sensitive data until there is
nothing of importance remaining on the device.

DEVICE STATUS AND SETTINGS

All devices in the DataDefense environment have a status which indicates the current state of the computer.
Prior to installation of the DataDefense Agent, the device’s initial status is Provisioned. Once the agent has
been installed on the device, the device status is automatically set to Active.

In addition to device status, each device has a set of parameters associated with Check-in Frequency, Out of
Contact, and Unrecoverable. These values are initially specified during the provisioning process and can be
modified at the device or group level. This section gives an overview of device status and device settings.
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Device Status

When a device status is Active, it means that the DataDefense Agent has been installed and is checking in with
the DataDefense Server regularly. If the computer is ever lost or stolen, you can change the device status with
the DataDefense™ Admin Console so that actions are immediately initiated the next time the device connects
to the internet.

Device Status can be set to:

- Active

- Lost

- Stolen

- Found

- Inactive

If a device is stolen, you can immediately send it a status change to minimize the amount of time your sen-
sitive data is out of your control. When you change the device status to Stolen, you are prompted to select
a set of actions to be performed the next time the device connects to the DataDefense Server through an
internet connection (such as at System Boot). The action you select here overrides the existing set of rules
assigned to this device and causes an immediate trigger of the action as soon as the device connects to
the DataDefense Server via the internet.

If a device is lost, but it is unclear whether it has fallen into the wrong hands, you can set the status to Lost
and select a set of actions that are less severe. The next time the device connects to the DataDefense
Server those actions are downloaded to the device and are immediately triggered. An example is that if a
device is lost, it might actually be in the hands of another authorized user (such as an IT employee or sup-
port person). By setting the status to Lost and triggering a message to be displayed, that person would
have an opportunity to return the device to its owner before any data is destroyed.

When a device status is changed to Found, it will cancel any actions set under the Lost or Stolen status
change. The Found status is similar to Active.

The Inactive status is used if you no longer need the DataDefense service on a particular device (for exam-
ple, you are replacing the computer and have completely removed any sensitive information). In order to
uninstall the DataDefense Agent, you first need to change the device status to Inactive.

The Uninstalled status is set automatically when the DataDefense Agent is uninstalled from an Inactive device.
These are devices that are no longer managed by the DataDefense service. All devices with Inactive status
should eventually move to Uninstalled status to finish the cycle. Uninstalled status is similar to
Provisioned, in that, the status is automatically assigned and managed by the DataDefense service.

Device Settings

Many rules and actions are based on a period of time elapsing between certain events. There are standard
check-in events such as startup, shutdown, login, logoff, lock, unlock, and creating a new network connec-
tion, where the device will automatically establish a connection and check in with the DataDefense Server.
There are also periodic check-ins that happen while the device is online. At regular intervals, the
DataDefense Agent will automatically establish a connection with the DataDefense Server and check for
any rule or status changes since the last time it checked in. Check-in Frequency can be set to incremental
values between 30 minutes and daily.
























